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The Cybersecurity Management Training program is designed to equip participants with the 

leadership and management skills necessary to effectively oversee cybersecurity within their 

organizations. The course focuses on aligning information security strategies with business 

objectives, regulatory compliance and operational excellence. It covers key areas including 

cybersecurity governance, risk management, strategic decision-making, incident response, and 

fostering a security-aware organizational culture. 

 

Participants gain practical knowledge of industry standards and utilize frameworks and models to 

manage cybersecurity programs that ensure trust, security and stability. The training prepares 

managers to lead security initiatives, manage cyber risks and respond proactively to emerging 

threats, enhancing their ability to protect their organization’s assets and maintain business 

continuity. 

 

Participants acquire knowledge in areas such as: 

 

▪ Maintaining system security and defending against attacks. 

▪ Analyzing network traffic and conducting forensic investigations after breaches. 

▪ Performing audits and securing evidence. 

▪ Managing risk, investments and crises in cybersecurity. 

▪ Implementing policies and programs compliant with ISO, NIST standards and EU regulations 

including the NIS2 Directive. 

▪ Increasing awareness of new threats, including those related to AI and social engineering. 

 
 
 
 
 
 
 

The Cybersecurity Management Training program is directed at management level staff across 

various company departments who require broad practical cybersecurity knowledge, decision-

making skills in crisis situations and familiarity with legal requirements.  

 

It is designed for individuals who face unique cybersecurity challenges such as targeted social 

engineering and executive phishing attacks. It meets the group’s needs for a framework for effective 

risk assessment, management and guidance on establishing cybersecurity policies. 

 

Job roles that can take up The Cybersecurity Management Training course include, but are not 

limited to: 

 

✓ Executives (CEOs, CFOs, COOs) who are responsible for making high-level strategic 

decisions related to cybersecurity. 

DESCRIPTION 

TARGET GROUP 
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✓ Management staff across various departments who lead teams and are responsible for 

enforcing cybersecurity policies and cultivating awareness.  

✓ Board members who oversee governance and compliance with cybersecurity regulations. 

✓ Risk management staff who analyze and mitigate cyber risks within the organization. 

✓ Compliance officers ensuring the organization meets legal and regulatory cybersecurity 

requirements. 

✓ IT managers and cybersecurity leaders are responsible for the operational defense, incident 

response and technical security measures.  

✓ Security professionals and specialists who support and implement cybersecurity 

frameworks and controls.  

 
 
 
 
 
 

1. Introduction to Cybercrime: 

1.1. Cybercrime and time horizons 

1.2. Current trends, goals and motives of cyberattacks 

1.3. Ways to monetize cyberattacks 

1.4. The TOR network, data theft, malware 

1.5. The most popular attack techniques 

 

2. Basic principles of cybersecurity management 

2.1. CIA Triad 

2.2. Risk analysis 

2.3. Defense-in-depth 

2.4. Security policies 

2.5. Management responsibility 

2.6. Overview of selected documents 

2.7. Cyberattack insurance 

 

3. Counteracting attacks and possible actions 

3.1. Administrative 

3.2. Physical 

3.3. Technical 

3.4. BCP - Business Continuity Planning 

 

4. Security audit 

4.1. What a security audit is and what it should include 

 

5. Case study 

5.1. Some key tips from a security professional 

5.2. Attack scheme and incident consequences (Kill Chain and Unified Kill Chain) 

5.3. Most common forms of social engineering attacks 

5.4. Encryption and data transmission using PGP technology 

 
 

TRAINING PROGRAM 
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Start dates 

TBC 

 

Course fees 

TBC 

 

Training time 

9:00am – 4:00pm (CEST Warsaw, UCT+2)   

 

Enrolment 

ADN offers a variety of training methods including group, online and in-company training.  

 

Online Training 

▪ Access to the MS Teams audio/video platform 

 

In-company training  

Tailored training programs designed to meet an organization’s specific goals for maximum 

effectiveness.  

The training typically lasts 1 day but it can also be more advanced and run for several days.  

 

Certification 

Upon completion of the course, participants receive certificates validating their competencies, 

enhancing their professional credibility.  

 

 

 

 
 

ADN instructors are experts with years of experience in cybersecurity, IT and compliance fields. They 

combine deep theoretical knowledge with practical skills, offering training tailored to the latest 

industry standards and ever-evolving cyber threats. The team is committed to providing engaging 

and effective learning experiences that empower learners to contribute confidently to an 

organization’s security. 

Adam Galach is a graduate of the Warsaw University of Technology – 

Department of Technical Physics and Applied Mathematics, and a 

postgraduate of the Warsaw University of Technology School of 

Business. Before establishing the company, he had worked for many 

years as a consultant and project manager for a major global 

corporation. He was a program manager responsible for the 

establishment of an international e-security competence centre for ICT 

security specialists. He cooperated with the Polish Committee for 

Standardisation and he is a co-creator of the Polish branch of ISSA. Adam Galach is an author of 

numerous books and papers on cybersecurity. He trains powerlifting in his spare time. 

COURSE DETAILS 

TRAINER PROFILE 
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Trust from 

over 

1 mln people 

 

SZA LINIA BIZNESOWA 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                           

 

    

 

                   

 

 

Number 1 

among training 

companies 

 

98% from 

customer 

ratings 

Experience 

since 2007 

1000 expert 

leaders with 

knowledge and 

experience 

 

THE LEADING TRAINING PROVIDER 

OUR BUSINESS STRUCTURE 

 

 

O NAS ABOUT ADN ACADEMY 

 

 

 WINNER OF MANY AWARDS 

https://adnpodatki.pl/
https://www.adn.pl/
https://www.adnakademia.pl/?srsltid=AfmBOor5dXsMa4ACxCAy_GvJP-Vo8ZICjKCI1NvzWnTqw3cb5emkAYeY
https://ckadn.pl/
https://adninstytut.pl/
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As part of purchasing in-house training at ADN Academy, you will receive the following 
complimentary bonuses:  
 

ACCESS TO POST-TRAINING CONSULTATIONS 

For 1 month from the date of the in-house training,  

we offer the opportunity to submit questions to the trainer at:  

pytania@adnakademia.pl. 

Estimated value of the bonus: A few hundred PLN. 

 

 

ADN ACADEMY TRAINING PLATFORM 

Each participant will receive six months of free access to the ADN Akademia  

educational platform. It provides access to over 300 video materials,  

incl. trainings, workshops, expert debates,  

and podcasts covering key areas of professional knowledge. 

Bonus value: 1.499 PLN net. 

 

 

50% DISCOUNT VOUCHER 

Your company will receive a voucher entitling you to a 50% discount  

on a selected 1- or 2-day open training course  

offered by ADN Akademia (taxes, accounting, finance, industry-specific topics). 

Estimated value: 350–900 PLN net. 

 

 

 

THE TOTAL VALUE OF ADDITIONAL BENEFITS IS approx.: 2.500-3.000 PLN net 

 

 

 

 

 

 

   

 
ACCOUNTING 
AND FINANCE 

 

 

IT and AI 

 

 
 

HR 
 

 

BUSINESS 

 

WE OFFER A BROAD RANGE OF TRAINING PROGRAMS 

PACKAGE OF ADDITIONAL BENEFITS 
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OUR CLIENTS 
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tel. 22 208 28 23 

 

paulina.barwicka@adnakademia.pl 

tel. 22 208 28 23, 514 880 741 

 

 

ADN Akademia Sp. z o.o. Sp. k. 

56 Grzybowska Street, 00-844 Warsaw, Poland 

NIP 7010545845 | KRS 0000600432 

Feel free to contact us 

Anna Hackelton 
Training Specialist 

anna.hackelton@adnakademia.pl 


